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Introduction Methodology

This project applies a quantitative approach, using a deductive method
(step-by-step). The research will be conducted by performing experiments
and a peer-reviewed literature search.

Space systems play a vital role in our everyday lives. Global communication,
weather prediction, and Internet connectivity to rural and remote areas, are
some of the services that rely on space systems. The space systems’
iIncreased importance to national security, and critical infrastructure has

attracted entities who aim to compromise the services that depend on space The diagram below shows an example of SDN integration in a space system

systems. Software-Defined Networking (SDN) transforms traditional 6]

networking architectures by separating the control plane from the data GEO

plane. This separation enhances scalability and centralized management of satellites LS |/

networks. The integration of SDN in space systems can provide the benefits Space
of managing and the ease of configuring a large-scale space system. This Lo s S
research integrates SDN in space systems and the development of security satellites o s

controls to safeguard SDN-based space systems from malicious activities.
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The research project addresses three major knowledge gaps: Fig. 2: SDN-based space system

1. Securing space systems.

To achieve the project’s objective the following process illustrated in Fig 3. is
2. Integrating space systems and SDN. followed.

3. Implement intelligent security controls for SDN-based space systems

This project aims to develop

. . . 770
intelligent security controls for \-8
Space SDN-based space systems. b
systems
2.
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Fig. 1: Research scope ATT&CK, and detection
SPARTA.
Motivation Fig. 3: Methodology
L> Space systems are vulnerable to cyber-attacks [1] [2] [3].
L7 Space systems are manually configured and controlled [4]. Refe rences
" I " I [1] Falco, G. (2018) ‘Cybersecurity Principles for Space Systems’, Journal of Aerospace Information Systems, (December 2018).
> SDN can provide automation, a centralized view, and control of a space Available at htps-/idorora/10.2514/1 1010663
SyStem [4] [5] [2] Plotnek, J. and Slay, J. (2022) ‘Space Systems Security: A Definition and Knowledge Domain for the Contemporary Context’,
Journal of Information Warfare, 21(3), pp. 103—119. Available at: https://www.jinfowar.com/journal-issue/volume-21-issue-3.
I I I I I [3] Manulis, M. et al. (2020) ‘Cyber security in New Space: Analysis of threats, key enabling technologies and challenges’,
Z SDN can prOVIde €ase Of deploylng Securlty pOIICy Ina SpaCe SyStem' International Journal of Information Security, 20(3), pp. 287-311. Available at: https://doi.org/10.1007/s10207-020-00503-w.
[4] Semmoud, A. and Benmammar, B. (2021) ‘Intelligent Security of Computer Networks’, in Intelligent Network Management and
= Though SDN offers exceptional features for space systems, it is vulnerable Control. John Wiley & Sons, Ltd, pp. 1-24. Available at: https:/doi.org/10.1002/9781119817840.
maimy at ItS Control p|ane_ [5] Pradhan, A. and Mathew, R. (2020) ‘Solutions to Vulnerabilities and Threats in Software Defined Networking (SDN)’, Procedia

Computer Science, 171, pp. 2581-2589. Available at: https://doi.org/10.1016/j.procs.2020.04.280.

_ [6] Jiang, W. “Software Defined Satellite Networks: A Survey.” Digital Communications and Networks, 2023.
Lz Security controls need to be developed to secure SDN-based space systems, https://doi.org/10.1016/j.dcan.2023.01.016.
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